Post Quantum Cryptography, hardened
secure solution for the next 20 years
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) Topics ~

d Quantum computing — an overview
d CNSA 2.0 and market trends

J Merits of implementing PQC in nonvolatile memories
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Presenter Notes
Presentation Notes
Today I will be discussing how nonvolatile memory, in this case flash memory, can address the quantum resistant encryption that will become critical in the near future. I will provide brief overview of quantum computers, industry requirement and trends, and potential merit of implementing the algorithm in flash memory.


g Quantum computer

IBM, Google developing early examples
Startups showing promise
Still in early stages

Solves some problem uniquely
« Chemistry, material simulation
» Blockchain
* Breaking cryptography
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Presenter Notes
Presentation Notes
Quantum computer has been a research topic for some time but there are some hardware implementations recently. There are some promising startups as well in US and abroad. It is not expected to entirely replace conventional computers, but quantum computer excels in some specific areas, including decryption. There are a lot of theoretical researches being done but little in practice, since practical hardware didn’t exist until recently. 


) The 2030 challenge: Post Quantum Cryptography  ~QULZLZA

PQC: Post-Quantum Cryptography
- Cryptography after Quantum computing become available

Decryption performance, more or less (today 50 qubit) (~2030 1M qubit)
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23,652,000,000,000x 473,040,000,000,000,000x

Current security can be made vulnerable by 2030; RSA, ECC

Why do high-security systems need to be prepared?
Adversaries are harvesting encrypted data now, for processing later with quantum computer
Products launched today may remain in service by 2030 ~ 5


Presenter Notes
Presentation Notes
PQC is a term used to describe cryptography that can sustain attacks by quantum computer. On a very simple calculation, potentially a quantum computer in 2030 can decrypt conventional encryption within reasonable time.  A well known algorithm called Shor’s algorithm theorize that a capable quantum computer can factor RSA2048 within a day. This is a lot of compute time of very expensive hardware but to some adversaries on a specific target, may be worth the expense.  It is already known that encrypted data is being harvested today, for future decryption. Also we need to consider that new installations will likely be in service when quantum computer will be widely available, so measures need to be taken today.


Why Post-Quantum Cryptography become N winbond

important?

d
d

d

2030 is the year when traditional cryptography may become inefficient

For instance, platforms with more than 7y life cycles introduced in 2024 will become
vulnerable after 2030

US NSA and UK NCSC selected PQC algorithms for digitally signing firmware and software
updates

Software and firmware OTA signing: begin transitioning immediately, support and prefer
CNSA 2.0 by 2025, and exclusively use CNSA 2.0 by 2030.

CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 [ENEN) 2031 2032 ElEE)

Software/firmware signing N — (D)
Web browsers/servers and cloud services

Traditional networking equipment

Operating systems

Niche equipment

Custom application and legacy equipment

s CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year



Presenter Notes
Presentation Notes
CNSA, or commercial national security algorithm, is a suite of encryption algorithm recommended for use on national security system for US government agencies, published by National Security Administration. Current advisory is 2.0, updated from previous non-quantum resistant algorithms. 
CNSA2.0 is important beyond just US government systems because it gives guidance on the encryption strength for all critical systems.


g CNSA 2.0 compliant systems markets

d  US Gov't agency ‘National Security System’
O Infrastructure installations — may follow
O Financial markets — may follow

CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 EIEN) 2031 2032 EIEE)

Software/firmware signing NNNNNNNNY
Web browsers/servers and cloud services

Traditional networking equipment

Operating systems

Niche equipment

Custom application and legacy equipment

s CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year
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Presentation Notes
CNSA2.0 provides specific timeline to implement for NSS, and private industry implementation may follow.


) Security implementation on NVM vs ~d

host or Secure Element

1 Secure Element can be BOM cost adder
Software solutions: performance and certification / approval processes
Secure NVM may leave no footprint change - no PCB change

Certification can be lengthy and expensive
» For pre-certified secure NVM, vendors can apply for composite certification — incremental certs
* Revision of SE code may trigger recerts
* For host-based system, product update to new processor triggers recerts

O 0O
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Presentation Notes
Since CNSA2.0, and quantum-resistant algorithms are algorithms, it can be implemented in software or several hardware forms. Typically in security implementation, either host-based software implementation or use of external Secure Element is used. The issues with these are cost, performance, but more importantly, certification. Without a valid certification or validation, you can’t prove that the system meets the standard. Certification is very time consuming and expensive. If you are using secure element, any code changes will require another recertification. For host based system, a new product refresh may use new processor platform, meaning new software and a recertification. In this case, external nonvolatile memory like secure flash, can alleviate these issues. Since algorithm is done on the flash, you can change the host processor without recertification. It is typically cost fractions of secure element. Since flash memory is already needed, there is no change to BOM. 


g Challenges in promoting security

O How much does it cost?
» Depends, from ‘checkbox’ solution to full implementation

d Whatis the value?

* How do you value insurance?

O  Will market pay for it?
* No; until they need it

d Am | forced to adopt?

* When enough incidents take place


Presenter Notes
Presentation Notes
Despite the risks and benefits of security implementation, I want to express market reality.
Selling security is like selling insurance, and that market doesn’t want to pay for it until they really need it. 
Eventually, rules and regulations take place after enough damage is done.
This was similar when seatbelts were introduced to auto industry, nobody wanted to put it in their vehicles despite benefits.
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